
Combining actionable threat data with advanced behavioral 
analytics for enterprise security intelligence
LogRhythm and Webroot have developed an integrated solution for comprehensive 

security intelligence and threat management. LogRhythm automatically integrates 

actionable intelligence from Webroot’s BrightCloud IP Reputation Service with 

other machine data collected throughout the enterprise for comprehensive, real-

time threat visibility and next generation security analytics. 

The integration allows customers to:

•  Continually import threat data from Webroot’s BrightCloud IP Reputation 

Service into LogRhythm for immediate recognition of user, host and network 

behavior involving malicious IP activity. 

•  Automate the corroboration of network activity to or from established bad 

IPs with other behavioral changes to hosts and users for more accurate 

prioritization of high risk events 

•  Provide drill-down and deep forensic visibility into malicious IPs detected on the network 

•  Automate the remediation of attacks from bad actors by blocking communication with compromised domains to prevent data theft, 

block malware and terminate APT communication with a command and control infrastructure.

By leveraging Webroot’s BrightCloud IP Reputation Service with LogRhythm’s Security Intelligence Platform, customers benefit from 

increased threat intelligence and accurate risk management. The combined solution delivers the ability to rapidly detect, validate, and 

streamline incident response time to cyber-attacks. 

LogRhythm
LogRhythm, a leader in security intelligence and analytics, empowers organizations around the globe to rapidly detect, respond to 

and neutralize damaging cyber threats. The company’s award-winning Security Intelligence Platform unifies next-generation SIEM, 

log management, network and endpoint forensics, and advanced security analytics. In addition to protecting customers from the risks 

associated with cyber threats, LogRhythm provides innovative compliance automation and assurance, and enhanced IT intelligence. 

LogRhythm delivers: 

•  Next Generation SIEM and Log Management

•  Independent Host Forensics and File Integrity Monitoring

•  Network Forensics with Application ID and Full Packet Capture

•  State-of-the art Machine Analytics

 °  Advanced Correlation and Pattern Recognition

 °  Multi-dimensional User / Host / Network Behavior Anomaly Detection

•  Rapid, Intelligent Search

•  Large data set analysis via visual analytics, pivot, and drill down

•  Workflow enabled automatic response via LogRhythm’s 

SmartResponse™

•  Integrated Case Management

Webroot
Webroot’s BrightCloud IP Reputation Service is a real-time threat intelligence service that helps LogRhythm customers identify malicious and 

benign IPs in their network traffic. This allows IT personnel to respond to IP-related security incidents more quickly and limit the effects of 

security breaches. IT security administrators can also proactively block malicious IPs in their network devices to prevent these threats from 

penetrating the perimeter in the future. This integrated solution now delivers LogRhythm customers with the same threat intelligence that 

leading security providers such as Cisco, Palo Alto Networks, and RSA have licensed for their security solutions.

Webroot’s massive cloud-based data processing capacity and proprietary machine learning technology enables BrightCloud IP Reputation 

Service to deliver unmatched breadth, frequency and accuracy in identifying malicious IPs. Webroot not only analyzes virtually every 

individual IP address, but also the IPs, URLs, files, and mobile apps associated with it, to develop a fully contextualized assessment of the 

risk it represents. While an unknown IP may appear benign to other threat intelligence services that only analyze IPs, BrightCloud multi-

vector assessment and unique reputation scoring can actually help predict if it represents a higher risk of being used in a future attack.
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LogRhythm for Integrated 
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Real-time event contextualization across 
multiple dimensions  

Improved risk-based prioritization 

Forensic visibility into malware attack 
vectors and patterns

Tight integration for consolidated threat 
management
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LogRhythm and Webroot are tightly integrated, combining the value of actionable threat intelligence with LogRhythm’s award winning 

Security Intelligence Platform. The combined offering empowers customers to identify and proactively defend against IP related attacks 

and to prioritize response efforts based on accurate, highly contextualized security intelligence.

Preventing Data Breaches
Challenge Many organizations struggle with a lack of 
visibility into activity from their internal users. This includes 
communication with high-risk areas of the internet, such as 
IRC chat rooms and anonymous proxy networks such as TOR. 
Administrators need to differentiate legitimate employee activity 
from suspicious employee activity.

Solution Webroot’s BrightCloud IP Reputation Service provides 
detailed threat data with a focus on malicious IPs, allowing 
organizations to better define security policies for outbound 
communication. LogRhythm leverages this data for highly 
accurate threat detection, identifying users associated with 
suspicious outbound communication.

Additional Benefit LogRhythm’s Network Monitor can 
automatically initiate a targeted packet capture of all outbound 
data being sent to a malicious IP for in-depth forensic analysis and 
deep understanding of what data is being targeted by an attacker.

Increasing Threat Intelligence
Challenge The immense number of exploits and attack 
vectors available to cybercriminals today and the numerous 
communication techniques they use to mask their identities and 
activities makes it difficult for information security professionals 
to know which incoming IP communication poses the greatest 
risk to their organizations.

Solution Webroot’s BrightCloud IP Reputation Service delivers 
dynamic IP reputation scores on 4.3 billion IPs and identifies a list 
of about 12 million IPs which are the most dangerous. LogRhythm 
combines this data with advanced behavioral analytics for real-
time threat intelligence with minimal false positives.

Additional Benefit SmartResponseTM Plug-ins are designed 
to actively defend against incoming IP attacks by initiating 
actions that offset the threat, such as automatically adding the 
attacking IPs to a firewall ACL. This immediately stops all activity 
to and from adversary groups to immediately halt an attack.

VisualizationRealtime Monitoring SmartResponseTM Forensics/AnalyticsAdvanced Alerts Reporting
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IP Reputation Service 
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